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Abstract—The Internet has become an integral part of our
everyday life. Unfortunately, not all of us are equally aware of
the threats when we use online services. Naive users are generally
less aware of security and privacy practices on the Internet and
are susceptible to online predators. In this paper, we present
a behavioral analysis of Internet users and their susceptibility
to online malpractices. We have considered the dataset from
the Global Internet User Survey for 10789 respondents to
perform a security-oriented statistical analysis of correlated user
behavior. We constructed logistic regression models to analyze
the statistical predictability of susceptible and not-so-susceptible
identity theft victims based on their behavior and knowledge of
security and privacy practices. We posit that such a study can be
used to assess the vulnerability of Internet users and can hence be
used to leverage institutional and personal safety on the Internet
by promoting online security education, threat awareness, and
guided Internet-safe behavior.
Keywords-Behavioral Analysis, Naive Alice, Linear Regression
Model, Susceptible User, User Model

to be infected with malware in 2008, the number for which
should have had increased signiﬁcantly over the last few years
[2]. According to a study from May 2004, approximately 1.8
million Internet users were tricked by phishing websites into
revealing private information [6].
The reason for users being victims to e-crimes is primarily
due to the lack of knowledge of security threats pertaining
to their digital identities [1]. In this paper, we focus on the
behavioral pattern of Internet users. We correlate the behavior
of users with improper online practices with cases of identity
frauds and other such incidence reports. The primary dataset
used for our work has been obtained from the Global Internet
User Survey 2012 [7]. We have also used data from the Bureau
of Justice Statistics on Identity Theft Supplement (ITS) to the
National Crime Victimization Survey [1] to depict the severity
of the situation. Henceforth, we refer to Naive Alice (AN ) as
a naive Internet user, and present a generic probabilistic model
to illustrate the susceptibility of naive Alice to identity thefts.
Contributions: We presented a correlated analysis for target
questionnaires from the Global Internet User Survey [7]. We
created and evaluated ﬁve different linear regression models
based on the interaction and characteristics of variables to analyze the behavioral class of susceptible and not-so-susceptible
Internet users to identity thefts. Finally, we presented a discussion on the proposed models and their applicability to
assess, educate, make aware, and monitor users based on their
knowledge of security and privacy protection on the Internet.
Organization: The dataset and the target questionnaire is
described in Section II. Section III presents the behavioral
feature-set and the correlated statistical analysis. Section IV
presents the statistical prediction models for naive Alice, AN ,
and the counter-class, A¯N . A discussion on the models and
user susceptibility is presented in Section V. We present the
related work in Section VI, and conclude in Section VII.

I. I NTRODUCTION
Digital identities vary in different forms, ranging from credit
card information of an individual to mere username/password
pairs. Online services, such as, banking, bill payments, social
media, job searches, and shopping involve the use of digital
identities. Hence, in today’s world, the security and value of
the digital identity of an Internet user has a greater impact than
it was a decade ago. Users have different personal behavior
and practices while accessing various Internet-enabled services
and the knowledge of the Internet and cognizance of security
threats is not equal among these users. As a result, ﬂocks of
phishers, spammers, and hackers are preying on these Internet
users, based on their different practices and level of awareness.
E-Crimes have signiﬁcantly increased since the last few
years, making it increasingly difﬁcult for the authorities dealing with e-crimes [1]. The primary targets are the naive
users, who are unaware of online threats. Such online crimes
include phishing, viruses, malware bots, social engineering,
and privacy breaches, targeting identity thefts on the Internet.
According to Moore et al. [2], credit card information are sold
at advertised prices of $0.40 to $20.00 per card, and bank
account credentials at $10 to $100 per bank account. Social
security numbers and other personal details are sold for $1 to
$15 per person, while online auction credentials fetches around
$1 to $8 per identity. As illustrated by Levchenko et al. [3],
the spam value chain has multiple links between the money
handling authorities and the spammers.
The susceptibility of naive Internet users being victims of
malware and viruses is not new [4]. The proliferation of mobile
devices have resulted in the increase of mobile malware.
A 2013 study on mobile malware show that 99% of all
mobile malware were built to target the Android mobile device
platform with an encounter rate of 71% for online malware [5].
According to an approximate consensus, 5% of online devices
on the Internet are susceptible to being infected with malware
[2]. At least 10 million personal computers have been assumed
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II. DATA S OURCES
The Internet Society conducted the Global Internet User
Survey in 2012 to collect reliable information relevant to users
on the Internet [7]. The survey was conducted via online
panels of a total of 10789 respondents from 20 countries in
their corresponding local languages. The survey included over
150 questions regarding their attitudes towards the Internet
and their online behaviors. However, we will be focusing our
study on the responses for the questions pertaining to the
usage, behavior, and security practices of Internet users and
the consequences (if any) of identity theft incidences.
The survey questionnaire allowed the respondents to answer
with predeﬁned options. The survey results show that upto
80% of users are not aware of privacy policies on the Internet.
The difference in sample sizes and stratiﬁcation is assumed to
introduce a margin of error between 3.10% and 4.38% with
95% conﬁdence. The individual survey response statistics can
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Variable

Questions

Response values: 1 . . . n ∈ [number of choices]

x1

On average, how often do you access the Internet?

x2 - x6

x17

How often, if at all, you use the following services? – Email, Social Media, Internet-based Conferencing,
Instant Messaging, Streaming
Which of these services do you log in to use? – Email, Social Media, Internet-based Conferencing, Instant
Messaging, Streaming
How often do you log-out of the following services? – Email, Social Media, Internet-based Conferencing,
Instant Messaging, Streaming
Do you use anonymization services?

Many times a day, Several times a day, Once a day, Several times
a week, Once a week, Less than once a week, Dont’ know
At least once a day, Several times a week, Once a week, A few
times a month, Less often than once a month, Don’t use this
Yes, No, Never used it

x18

I do pay attention to whether websites I visit are legal

x19
x20 - x25

When you are logged in to a service or application do you use privacy protections?
Which of these do you do or have you done to protect your privacy? – Restricted use of location data by
Websites or apps, Set sharing permission for friends and family only, Used a separate password for sensitive
data, Provided incorrect data (fake name, date of birth, etc) when creating a new account, Downloaded a web
browser plug-in, Reused throw-away password for low-value accounts
Have you ever disclosed personal information online that was later used in a way you didn’t expect? (unsolicited
communications, stolen personal data, private data becoming public, impersonation, ﬁnancial loss)

x7 - x11
x12 - x16

y26

Always, Often, Sometimes, Rarely, Never
Yes, No, Don’t know/Not Aware, Would like to but don’t know
how
Strongly agree, Somewhat agree, Somewhat disagree, Strongly
disagree, Don’t know
All of the time, Most of the time, Sometimes, Never
All of the time, Most of the time, Sometimes, Never

Yes, No, Don’t know

TABLE I: Summary of Target Behavioral Questionnaire for the Global Internet User Survey 2012

be found online at [7]. We have selected a total of 26 questions
related to security practices, summarized in Table I.
III. U SER S TATISTIC A NALYSIS
In this section, we present the statistical analysis for naive
Alice, based on a set of behavioral features.

(0.1020), and once or less than once weekly (0.0089). The
mean frequency was 1.59, which implies a higher probability
of AN using the Internet many or several times daily.
Service Usage Frequency: We were interested to ﬁnd the
probable frequency of using Internet enabled services for AN .
We calculated probabilities for at least n number of services,
where services S ∈ {EM, SM, IC, IM, ST }, for varying
frequencies between 1 to 5, with 1 being the most frequent
and 5 being the least. Figure 1a illustrates the probability
distribution. We found that AN is more likely to use less
number of services very frequently. However, it also shows
that AN has a higher probability of using more services more
frequently than more services less frequently. The MANOVA
[8] test showed that the dependent service usage on access
frequency had a Wilks’ Lambda 0.698 and p-value<0.0001,
thus establishing a rather strong relation. The access frequency
also had p-value<0.0001 for each of the services.
Login-Logout Practices: As shown in Figure 1b, the logging
in probability of users was lesser with lower access and usage
frequency. The behavior pattern does not change drastically for
different services for each frequency. We found that frequent
users are more cautious in not saving credentials for email
and social media. Lesser probability for logging into streaming
services also implies that users may prefer using the services
anonymously. The Wilks’ Lambda value was 0.832 with pvalue<0.0001 for the MANOVA test. Individual tests for
the access frequency had p-value<0.0001, which asserts a
strong correlation between the features. Figure 1c shows the
probability distribution for users rarely or never logging out of
services. We found that frequent users are more likely to log
out of email and social media, but stay logged in for instant
message and other services. We may, however, assume that
the respondents replied ‘never’ even if they did not sign-in in
the ﬁrst place. There is also an increase in the trend for users
not logging out with decreasing access and usage frequency.
Flexible authentication mechanisms using identity federations and single-sign-on features improves the seamless service
access for the users [9, 10]. Unfortunately, online attackers
can exploit the weakest link to gain access to one of the
services and gain access to a landslide of accounts for a user
[11]. Users not logging in partially implies that the credentials
are saved on their web-applications. Users not logging out
mostly implies that they remain logged in from their devices.

A. Behavioral Features
We propose the following set of characteristics to deﬁne a
naive Internet user, or naive Alice (AN ).
1) Access: AN accesses the Internet in varying frequencies,
ranging from many times a day to less than once a week.
2) UsageEM |SM |IC|IM |ST : AN uses email (EM), social media (SM), Internet audio/video conferencing (IC), instant
messaging (IM), and/or media streaming (ST) services.
3) LoginEM |SM |IC|IM |ST : AN usually does not log in to use
EM, SM, IC, IM, and/or ST services, as the password is
saved on the browser and/or web application.
4) LogoutEM |SM |IC|IM |ST : AN does not always log out of
EM, SM, IC, IM, and/or ST services after using it.
5) Anonymity: AN usually does not use or is not aware of
anonymization services to protect her digital identity.
6) Web Browsing: AN usually does not pay attention to
whether the visited websites are legal/authentic/secure, or
does not even know how to identify a fraud/fake website.
7) PasswordSEP |RE : AN does not always use a separate
password (SEP) for sensitive data, and reuses the same
password (RE) for different random low-value services.
8) Identity: AN does not always provide incorrect data (fake
name, date of birth, address) while registering with online
services for the sake of protecting her identity.
9) PrivacyLOC|SHR : AN does not always use privacy protection settings for restricting location data (LOC) and/or
shared information (SHR) when using online services.
B. Multi-Conditional Probability Analysis
Next, will analyze the probabilistic correlated behavior
for naive Alice (AN ). We will refer to the Global Internet
User Survey [7] for some target questions. The responses are
represented using 1, 2, . . . n, where n is the number of options.
Access Frequency: AN may access the Internet in varying
frequencies between 1 to 7, with 1 being the most frequent
and 7 being the least. We segmented the access frequencies and
calculated the following probabilities: many or several times
daily (0.8890), at least once daily or several times weekly
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Fig. 1: Probability Distributions for Multi-Conditional User Behavior

The security of systems are as secure as their weakest link.
Therefore, the lowest conditional probability of logging in for
users with access and usage frequency of at least once a day
or more is 0.6053. This connotes that the users are at 0.3947
probable risk of losing their credentials. Similarly, the highest
probability is at 0.2307 for the set of users with the same
access and usage frequency, resulting in the probability of
losing credentials at 0.7693.

the numbers show a general lack of security awareness, and
therefore, ensues an increasing number of e-crime victims.
Password Usage: Improper use of passwords allows online
criminals to exploit users [17, 18]. Conversely, not reusing
throw-away passwords for low-value online services indicates
that users are more likely using the same passwords as their
high-value accounts [19]. An average user uses 8 different
passwords in a day, which is much lower than the number
of websites visited, implying usage of similar passwords
across multiple accounts. The average strength of passwords
for is well-below the notion of strong passwords in online
security [19]. The probabilities for negligent password usage
is illustrated in Figure 1f. The highest probability of password
negligence is 0.4403 for high frequency access and usage.
The probability of the risks increase to 0.6363 for users with
weekly high access/usage and goes up to 1.0 for the least
frequent users. The uniformity of negligent behavior of the
users is observed for most classes of users. Users who are not
always using different passwords and not reusing low-value
passwords are the most vulnerable in terms of password theft.

Anonymity: Browser add-ons and routing protocols for
anonymization are available for users on the Internet [12–15].
Anonymization services may not be considered as a prominent
indicator of susceptibility. However, we posit that a user’s
awareness of anonymization services implies a greater knowledge of security concerns. Figure 1d illustrates the distribution
for the given conditional probability. We observed that the
probability of users not using any form of anonymization
services increases with decreasing access and usage frequency.
Moreover, the probability of even the most frequent users is
still very high, at 0.8047, and the probability of not using
anonymization services becomes 1.0 with least frequent users.
Therefore, we posit that AN is not security-educated and has
a high probability of not protecting her digital identity.

Identity Protection: Negligence towards personal information
is one of the critical factors triggering the number of online
identity thefts [18]. Figure 1g illustrates the probability distribution for negligent personal information usage for unaware
web browsing. We assume the responses were inclusive of
instances for presenting personal information during account
registration. However, the calculations show an alarmingly
high probability distribution. The most frequent Internet users,
given that they do not verify website legality, have a probability of 0.9170. Additionally, almost all other access and usage
frequencies have probabilities between 0.8 and 1.0.

Web Browsing: Users must validate the legitimacy of websites
(e.g. HTTPS, server certiﬁcate) to avoid phishing, especially
when presenting classiﬁed information [16]. The probability
distribution is illustrated in Figure 1e. The maximum probability for the most frequent users is at 0.5277 and remains fairly
constant for all other services. Less frequent users tend to have
higher probability of being reluctant to observe the legality of
the visited websites and goes up to 1.0 for the least frequent
users. Regardless of how regular the users are on the Internet,
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Std Dev: 0.5301
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Std Dev: 0.35234
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1
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Area
0.7909
0.6978
0.7184

Most Likely x26

3
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(a) Principal Components for Class 1 (b) Principal Components for Class 2
Fig. 2: Principal Components for Classes “Yes” (1) and “No” (2) for y26

(a) ROC
(b) Model Contingency
Fig. 3: ROC and Model Contingency Plot for Singular Variables Model

Content Privacy: Social networks are gaining popularity
without users gaining proper knowledge of content sharing
and privacy [20–23]. Users are unaware of the circulation/accessibility of these data that they are sharing. The probability
distribution is illustrated in Figure 1h. Frequent users have a
probability of 0.4586 for being negligent towards maintaining
the privacy of shared content, with a gradual increase in the
probability for lesser frequent users. Users who are at least
regular on a weekly basis have a probability of negligence
between 0.6111 and 0.7. As a result, online criminals can
easily exploit the privacy of naive users on the Internet.
IV. B EHAVIORAL M ODELING OF I NTERNET U SERS
In this section, we investigate statistical models for predicting the susceptible AN versus the not-so-susceptible A¯N . As
shown in Table I, y26 is our dependent variable to foretell
the vulnerability of AN . The response can be used to identity
the victims of identity thefts, including unwanted communications, losing personal data, loss of privacy, impersonation, and
ﬁnancial losses. The statistical analysis was performed using
SPSS [24], R [25], and JMP [26].
A. Nominal Logistic Models
The nominal logistic model was used to address nominal
data used for the responses (1 to n ∈ [number of choices]). The
dependent variable, y26, had three response classes, “Yes”,
“No”, and “Don’t know”, which are labeled as 1, 2, and
3 respectively. In the models, we primarily focused on the
classes 1 and 2 (Yes and No). The p-value is considered
signiﬁcant if lesser than 0.05.
B. Principal Component Analysis
We performed a Principal Component Analysis (PCA) on
the set of variables ST , (x1 – x25) to determine the observations which are responsible for maximal data variance. Figure
2a and Figure 2b show the PCA plot for classes 1 and 2
respectively. It was seen that the cases of AN being a victim
of identity theft (“Yes” responses) were determined by the
set of variables SY ⊆ [x1, x2, x3, x4, x5, x6, x17, x18, x19,
x20, x21, x22, x23, x24, x25] ⊆ ST . The “No” responses were
determined by the set of variables SN = [SY - x20]. However,
the order of the effects varied for the two classes. For example,
x18 affects the responses in different directions and magnitude.
The PCA therefore helped us identify the strong factors for
analyzing AN ’s behavior to construct the regression models.

Model

Signiﬁcant Predictors (p-value)

ROC (1,2,3)

TP Rate (1,2)

Singular
Variables
Minimal
Interaction

x3 (0.0196), x17 (<0.0001), x18
(0.0135), x19 (0.0169), x20 (0.0012),
x23 (<0.0001), x25 (<0.0001)
x5 (0.0288), x17 (<0.001), x19
(0.0327), x20 (0.0027), x23 (0.0007),
x25 (0.0001)

0.7909,
0.6978,
0.7184
0.8199,
0.7418,
0.7732

49.88%,
86.76%
53.45%,
85.27%

TABLE II: Summary of Nominal Logistic Models for Naive Alice

variables (x1 – x25), summarized in Table II. We only considered the cases where all the questions (x1 – x25) had their
response values. The gradient converged in 15 iterations with
seven primary predictors. The receiver operating characteristics (ROC) graph of a model illustrates the relation between
sensitivity and speciﬁcity for the predictions and is measured
using the area bounded by the curve. The ROC for the model
is illustrated in Figure 3a. The users who were and were not
victims of identity thefts can be modeled using the signiﬁcant
classes with an ROC area of 0.7909 and 0.6978 respectively.
The true positive (TP) rate for the corresponding classes are
also mentioned in Table II. The susceptibility of AN can
be predicted with a probability of 49.88%. The contingency
plot for the prediction model can be visualized in Figure 3b,
with the mean value falling in between classes 1 and 2, and
0.5301 standard deviation (StDev). However, A¯N , belonging
to class 2, had a higher TP at 86.76% as well as 0.6978
ROC area cover. The predicted model contingency is also
shown in Figure 3b, where the mean lies within the cluster
of corresponding instances with StDev 0.3523.
D. Minimal Interaction Model
Next, we created a nominal logistic model based on singular
variables (x1 – x25) and minimal interaction variables with
non-null values. The interactions considered were (x3*x4*x6),
(x17*x18), and (x22*x23*x25), and were chosen based on
the PCA and the variance of their individual effects. The
interaction groups were based on: (a) similar effects in the
PCA, and (b) iterative adding and subtracting of interactions.
The interactions implied that AN is likely to have correlated
behavioral pattern among some particular service types, and
is not aware of privacy preservation techniques for anonymity,
web browsing, and identity protection. The logistic model
converged in 18 iterations and is summarized in Table II. The
ROC plot for the model is illustrated in Figure 4a. The primary
predictors changed their accuracy for the model with the new
interaction variables. The ROC area have also expanded for
the three classes, “Yes” (1), “No” (2), “Don’t know” (3),
and were 0.8199, 0.7418, and 0.7732 respectively, and the TP
rate for identifying AN increased to 53.45%. This implies

C. Singular Variables Model
We created a logistic regression model for the susceptibility
of AN to identity thefts (y26) using all of the independent
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Model

Condition

TP (Class-1)
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Logistic
Lasso
Regression
Logistic
Stepwise
Selection Regression
Multinomial Lasso
Regression

Minimum
crossvalidation error
Minimum BIC criteria

20.8191%

Minimum cross validation error

24.1346%

98.2346%
(2 + 3)
97.2762%
(2 + 3)
96.3914%

22.9644%

Specificity

(a) Logistic Lasso Regression
(b) Logistic Stepwise Regression
Fig. 5: ROC for “Yes” (1) Responses in Modiﬁed Logistic Models

(a) ROC
(b) Model Contingency
Fig. 4: ROC and Model Contingency Plot for Minimal Interaction Model

Internet access
Internet service usage frequency
Login/Logout practices
Web anonymity
Awareness in web browsing
Password usage awareness
Identity usage awareness
Privacy awareness

Minimal Interaction Model
Susceptible user (53.45% TP)
Logistic Lasso Regression Model
Inverse of safe user (98.23%)
Singular Variable Model
Safe user (86.76% TP)

TABLE III: Summary of Modiﬁed Logistic Model Fitting for Naive Alice
showing Condition, True Positive (TP), and True Negative (TN)

Fig. 6: Infographic for Naive Alice User Model

that the behavior of AN can now be identiﬁed with a greater
probability than 50%. The TP for A¯N (“No”) remained fairly
constant at 85.27%. Figure 4b shows the contingency plot for
the given model. As seen in the ﬁgure, the “Yes” instances fall
closer to the predicted “Yes” instances, with 0.5523 StDev.
The “No” instances remained fairly similar, with the mean
within the corresponding cluster and StDev 0.3773.
E. Modiﬁed Logistic Model Fitting
Next, we created three more logistic models to investigate
AN : a logistic Lasso regression model, a logistic stepwise
selection regression model, and a multinomial Lasso regression model. However, unlike before, we populated the missing
values using probabilistic imputed values. We observed that
classes “No” (2) and “Don’t know” (3) had similar patterns
for y26. Hence, we merged classes 2 and 3 for y26 for the
logistic Lasso regression and stepwise selection model. The
summary of the modiﬁed models is presented in Table III.
Logistic Lasso Regression: The Lasso model is helpful for
predicting variables with missing values. We incorporated
certain interactions based on our earlier PCA and iterative addition and subtraction of variables. The introduced interactions
were (x3*x5*x6), (x17*x18), (x22*x23), (x22*x25),and (x23*
x25). We speciﬁed a minimum cross-validation error threshold
of 0.0001. As mentioned earlier, we merged the “No” and
“Don’t know” responses. The given model was able to predict
AN with a poor TP rate of 20.8191% and 0.7469 ROC shown
in Figure 5a. However, we observed a very high TP rate of
98.2346% for the “No” responses. This implies that we were
very successfully able to identify the A¯N users.
Logistic Stepwise Selection Regression: The model was
generated using 1000 iterations and a minimum Bayesian
information criterion (BIC) for selecting the best features.
The best predictors were x8, x9, x12, x17, x23, x25, with
a minimized Akaike information criterion (AIC) of 9358.35.
The stepwise selection was able to improve the TP rate to
22.9644% for predicting AN , with an ROC area of 0.7448, as
shown in Figure 5b. The TP for A¯N reduced from the earlier
model to 97.2762%.

Multinomial Lasso Regression: We included a minimum
cross-validation error threshold at 0.0001 and (x3*x5*x6),
(x17*x18), (x22*x23), (x22*x25), and (x23* x25) interactions
for three separate classes. The separation of the classes allowed
us to increase the TP for AN based on the “Yes” responses
upto 24.1346%. Conversely, the TP prediction for A¯N based
on the “No” responses decreased to 96.3914%.
V. D ISCUSSION
We utilized the Global Internet User Survey [7] to analyze the susceptibility of naive Alice, AN , to identity thefts
using security-oriented behavioral patterns. A descriptive infographic is illustrated in Figure 6. Unfortunately, our models
could identify AN with only a TP of 53.45%. After discarding
the missing data, the minimal interaction model gave us the
highest TP for identifying AN . The missing data is a limitation
of our dataset. We may assume that given AN answers all
questions regarding her behavior, the models will perform
better in predicting AN . The prediction for A¯N improved
using the modiﬁed logistic models. Both the logistic Lasso and
stepwise selection regression performed better in identifying
A¯N . However, the evaluated cases had merged the “No” and
“Don’t know” response cases. This is not a strong assumption,
as we believe that the users responding “Don’t know” will, in
reality, belong to either “Yes’ or “No” classes. Therefore, the
multinomial Lasso regression model may be considered the
best for predicting A¯N .
Identity protection is a major concern in ﬁghting against
e-crimes. A model for AN and A¯N can be valuable in
various contexts. Employees can be evaluated for work place
Internet usage safety and can be trained accordingly. Users
may undertake targeted surveys to evaluate their vulnerability
and obtain an online safety score. An overview of such a model
is illustrated in Figure 7. A user can be asked to take security
surveys, which will be analyzed by a security monitoring
server. Subsequently, the system can introduce appropriate
access control for the user while connecting to the Internet.
The security monitor can also place behavioral monitors for
reporting users’ actions, prompt education materials to the
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users, and iteratively revise the rigidity of access control. This
guided behavior will also allow AN to become aware of online
security practices. Given that we were able to predict A¯N with
a higher probability, the logical double negation, that is, A¯N ,
should be considered to be the same as AN , a susceptible user.
VI. R ELATED W ORK
Stanton et al. [27] presents a study on 110 interviewees and
evaluated their intentions of information misuse and passwordoriented practices based on a two-factor taxonomy for classiﬁcation. Florencio et al. [19] conducted a large-scale survey
on the different password-oriented habits of Internet users.
Hull et al. [28] has analyzed the contextual privacy issues on
Facebook and the way social media effects privacy issues. User
behavior regarding disclosing the identity on micro-blogs and
the relative factors have been studied by Lee et al. [29]. Riek
et al. [30] have studied a pan-European sample to investigate
the effects of cybercrimes and the perceived awareness based
on victimization and media reports. E. Litt [31] features a
study on the current complexities in measuring users’ Internet
skills and why the evaluation should evolve over time for the
survey methodology. Wagner et al. [32] presents an interesting
work on malware infected Twitter users and their actions.
According to most studies, the primary factors inﬂuencing the
behavior of users on the Internet are age, education, gender,
technology experience, content creation and sharing, online
activities, income group, amount of leisure time, and the type
of job. Preferential anonymity on the Internet was studied by
Kang et al. [33]. Unlike most works so far, we faced a high
variation in the data and the behavioral aspect of Internet users,
and showed how they can be used to leverage the analysis
for susceptible users. User model ontology, such as GUMO
[34], can be helpful in describing the feature space of security
oriented behavior to protect the users based on model-based
intelligent agents while using the Internet [35].
VII. C ONCLUSION
The Internet has become a major target for online criminals
to exploit naive users. In this paper, we have considered
the Global Internet User Survey dataset [7] to perform statistical tests and constructed 5 different models to analyze
the behavioral features of susceptible naive users and their
counter-class. The investigation revealed a moderately performing model for classifying naive users, but had a very
high performance for modeling the not-so-susceptible users.
We therefore suggest using logical double negation to ensure
secure Internet practices using iterative reporting, monitoring,
and security education. Our future work includes enhancement
of the statistical analysis using learning-based algorithms to
develop suggestive security frameworks.
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